
Gaining Access to the XDRO Registry 

Below are steps for providers to gain access to the XDRO registry (local health departments have a slightly 
different process). Complete this form as you go to track progress and help you stay on course. 
The entire process may take several weeks to complete. 

Existing INEDSS users: Your existing IDPH log-in will automatically give you access to the XDRO registry. 
(If you have access to INEDSS but not to the XDRO registry, please reach out to DPH.XDRORegistry@illinois.gov 
for assistance.) 

Section 1 
For users who have access to the IDPH web portal, but not to the INEDSS/XDRO applications. 
**Do not complete a new portal registration form** 

Section 2 

☐ Verify your facility has a Portal Registration Authority (PRA).  {Page 3} Date: 
Name and email address of PRA: 

The PRA could be someone at their facility OR corporate, so check both organizations. 
If your facility does not have a PRA, you or someone at your facility can apply to be your facility’s PRA. 
You can find instructions to do so on the XDRO training page. 
Individual applying for PRA: 

☐ PRA request sent Date: 
**If no response after two weeks, please reach out to: 
DPH.XDRORegistry@illinois.gov  &  DPH.INEDSS@illinois.gov 

☐ PRA access granted Date: 

Section 3 
For new users who do not have access to the IDPH web portal 

☐ Your PRA should send an email to DPH.Security@illinois.gov requesting
you be given access to the additional application “INEDSS (Disease
Surveillance) System/XDRO registry (extensively drug resistant organism).”

**Make sure your PRA includes your full name and User ID** Date: 

☐ Notification received of access to INEDSS/XDRO Date: 

☐ Complete IDPH portal registration form.  {Page 4-5} Date: 

☐ Registration confirmation email received (PRA cc’d)  {Page 6} Date: 

☐ Web portal access approved by PRA    {Page 7} Date: 

☐ Account approval email received from DPH Helpdesk       {Page 8} Date: 

☐ Account activation email received from DPH Helpdesk     {Page 9} Date: 
You should gain access to the XDRO registry the following Friday or Monday after your INEDSS account is 
activated 
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How do I get access to XDRO?
https://xdro.dph.illinois.gov
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Text Box
This is a screen shot from the XDRO registry website, which you can navigate to through the URL on this slide. 

New users must register for access to the IDPH web portal and request access to the INEDSS/ XDRO applications. 

For those who already have access to the IDPH web portal (for example if you already have access to the ICARE system), but you do not have access to INEDSS and XDRO, you must have your Portal Registration Authority (PRA) send an email to DPH security and request access for you. 

Your PRA is someone at your facility who has been authorized to approve users at your facility. If you do not have a PRA, you or someone at your facility can apply to be your facility's PRA. You can find instructions on setting up a PRA on the website as well. 

Finally, if you already have access to the IDPH web portal and INEDSS, you should automatically have access to the XDRO registry. If you have issues accessing XDRO, please send our team an email. 

https://xdro.dph.illinois.gov/index.html


Portal Registration Authority (PRA) List
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Text Box
Providers can see the PRA list at the bottom of the registration page where it says "select from the Portal Registration Authority list".

The PRA could be someone at their facility OR corporate, so check both organizations.


mike.bierman
Oval



Registering for NEW access
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Text Box
This is what the IDPH portal registration form looks like. Fill out this form with your facility/workplace's information. 

Please note; if you change facilities/ workplaces but still need access to INEDSS/XDRO, you will be required to re-register for access using your new facility/workplace information. 



Select “INEDSS/XDRO Registry”

X
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Text Box
At the bottom of the registration form, you want to make sure you select access t o INEDSS and XDRO Registry. You will get access to bot h surveillance systems. This is the same form you would submit to request access to ICARE - which gives you access to resident records. 



Registration 
Confirmation

Should receive this right 
after you complete the 
registration application. 

Read entire email & follow
all instructions to prevent 
delays.
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Text Box
Now that you've submitted your application, you should receive this email from DPH Security. Your PRA should be cc'd and notified of your request for access. 



PRA APPROVAL

Sometimes the longest 
delay is waiting for PRA 
Approval. This is a real 
example, showing that 
there was a 10-day delay 
in approval from the PRA.

7

mike.bierman
Text Box
Once your PRA approves your request, you should get an email response like this. Keep in mind that one of the delays to access for IDPH applications, is waiting for PRA Approval. 

This is a real example showing that there was a 10-day delay in approval from the PRA. 

Please ensure that your PRA is providing approval in a timely manner. The IDPH teams cannot move forward without this approval. 



Account Approval

This will be sent out once your 
PRA approves your access to 
INEDSS/XDRO.

This is a request to the DPH 
Helpdesk to enable your 
account.

*Note the highlighted text:
PLEASE ALLOW UP TO 6 WEEKS
FOR YOUR ACCOUNT
ACTIVATION
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Text Box
Once your PRA approves access, you should get another email like this, requesting the DPH Helpdesk to grant your account access to the requested applications. 

Please note the highlighted text that states: "This email serves as the approval to activate your INEDSS account. Your account is not activated yet. Please allow up to 6 weeks for your account activation. You will be notified by DPH Helpdesk once your account is activated." 



Account Activation
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Text Box
Receiving this email means that your account has been enabled and you should now have access to INEDSS. 

You should gain access to XDRO the following Friday or Monday after your INEDSS account is activated. 

The email will also show instructions on how to log into the IDPH portal and access the applications you've requested.



How to log in to XDRO registry

Log in to the XDRO registry at: http://portalhome.dph.illinois.gov/
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http://portalhome.dph.illinois.gov/
mike.bierman
Text Box
To log into the XDRO Registry, you must enter through the IDPH web portal. 

There's a URL on this page that directs you to the portal home. 

Once on the web portal home page, click on "DPH Portal Login"



Enter your 
username & 
password.
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Text Box
Once you reach the login page, enter your username (provided by IDPH) and the password you set up.




Select “Production Apps”
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Text Box
Once you are logged in, you'll navigate to the "Applications" tab, then select "Production Apps" from the dropdown list.
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Text Box
Select “XDRO Registry” from the Production Apps List

mike.bierman
Text Box
The XDRO Registry will open in a new tab – click the “X” to enter the external XDRO Registry website



Registry Home Page
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Text Box
You will be directed to the XDRO Registry landing page. 

You should have 5 buttons on your home page: 
"Submit Report"; "Facility Submission History"; "XDRO Dashboard"; "Search Registry"; and "Facility Alert History".
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